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e Journalism, Fake news and Disinformation: A Handbook for Journalism Education and
Training, https://en.unesco.org/fightfakenews
* Innovative test teaches ABC's of disinformation:

https://en.unesco.org/news/innovative-test-teaches—abcs—disinformation

Balancing Act: Countering Digital Disinformation while respecting Freedom of Expression,

https://en.unesco.org/publications/balanceact

e Media and Information Literacy in Journalism: A Handbook for Journalists and Journalism
Educators,
https://en.unesco.org/sites/default/files/mil_eng.pdf

e Media and Information Literacy Micro—Learning Resources,
https://en.unesco.org/covid19/communicationinformationresponse/visualresources

e Guide to Conspiracy Theories,
https://conspiracytheories.eu/_wpx/wp-content/uploads/2020/03/COMPACT_Guide—-2.pdf

e The Conspiracy Theory Handbook,

https:// . climatechangecommunication.org/wp—-content/uploads/2020/03/Conspiracy TheoryHandbook. pdf

UNESCO and partners #ThinkBeforeSharing campaign to counter the spread of conspiracy
theories, https://en.unesco.org/themes/gced/thinkbeforesharing.
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* Countering Online Hate Speech https://unesdoc.unesco.org/ark:/48223/ pf0000233231

e Rethinking learning: A review of social and emotional learning for education systems,
https://unesdoc.unesco.org/ark:/48223/pf0000373890?locale=en
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e Addressing Anti-Semitism through Education: Guidelines for policymakers
https://unesdoc.unesco.org/ark:/48223/pf0000263702
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59) United Nations Strategy and Plan of Action on Hate Speech.

https://www.un.org/en/genocidepreven-tion/documents/advising—and-mobilizing/Action_plan_on_h
ate_speech_EN.pdf Accessed on 4 January 2021. See also United Nations Guiding Note on
Addressing and Countering COVID-19 related Hate Speech
https://www.un.org/en/genocideprevention/documents/Guidance%200n%20C0OVID-19%20
related%20Hate%20Speech.pdf. Accessed on 4 January 2021.
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Article 19. (2015). Hate Speech Explained

https://www.article19.org/resources/hate-speech-explained-a-toolkit/
Balancing Act: Countering Digital Disinformation While Respecting Freedom of Expression.

Broadband Commission for Sustainable Development, International Telecommunications Union,
and UNESCO (2020).

https://www.broadbandcommission.org/Documents/working-groups/FoE_Disinfo_Report.pdf

Bradshaw, Samantha and P. Howard. (2019). Global Disinformation Order 2019. Global Inventory
of Organized Social Media Manipulation. Working Paper 2019. 2, Oxford UK Project on
Computational Propaganda.

Cyberbully (film, 2011)
https://www.imdb.com/title/tt1930315/?ref_=nv_sr_srsg_0

David, Marian. (2004). Theories of Truth in Handbook of Epistemology edited by llkka Niiniluoto,
Matti Sintonen and Jan Wolenski. Springer Science+Business Media Dodrecht.

61) EC Directorate —~General for Communication Networks, Content and Technology. (2018). A multi-
dimensional approach to disinformation. Report of the independent High-Level Group on fake

news and online disinformation. Belgium: European Union.
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High-Level Group on fake news and online disinformation. Belgium: European Union.

Ireton, C. & Posetti, J. (2018). Journalism, 'fake news' & disinformation: Handbook for journalism
education and training. Paris: UNESCO.

Jackson. Dean. 17 October 2017. Issue Brief: Distinguishing Disinformation from Propaganda,

Misinformation, and "Fake News."

Kovach, Bill and Tom Rosenstiel. (2014). The Elements of Journalism. What Newspeople Should
Know and the Public Should Expect (Revised and Updated.) New York: Three Rivers Press.
Learning English. (2018, May 22). News literacy lesson 2: Verification, independence,
accountability. Retrieved from
https://learningenglish.voanews.com/a/news-literacy-lesson-2-verification-independence-accoun
tability/4388049.html

Levitin, D. J. (2017). Weaponized lies: How to think critically in the post-truth era. New York,
NY: Dutton.

Nery, J. (2019). "Democratic decay and disinformation in the digital age," Friedrich Nauman
Foundation for Freedom, 1-36. Retrieved from
https://asia.fnst.org/sites/default/files/uploads/2019/04/26/democracydecayanddisinformationinth
edigitalage.pdf

Ong, Jonathan Corpus and Jason A. Cabanes (2017). Architects of Networked Disinformation,
Newton Techd4Dev Network
http://newtontechfordev.com/wp-content/uploads/2018/02/ARCHITECTS-OF-NETWORKED-DISI
NFORMATION-FULL-REPORT.pdf

Ordway, D. (2020). "Rated false": Here's the most interesting new research on fake news and
fact checking. Retrieved from
https://www.niemanlab.org/2020/01/rated—false—heres—the-most-interesting—new-research—-on-f
ake—news-and-fact-checking/?fbclid=lwAR2KEOPYxCwpUOmb5IRkXJnoYPjww7u8h_UiIHCZMoYOAk
3ljiLTZlyb3wns

Silverman, Craig. (2020) Verification Handbook for Disinformation and Media Manipulation.
European Journalism Centre. Retrieved from
https://s3.eu—central-1.amazonws.com/datajournalismcom/handbooks/Verification-Handbook-3.p
df
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Silverman, Craig. (2014) Verification Handbook for Investigative Reporting. European Journalism
Centre. Retrieved from

http://verificationhandbook.com/downloads/verification.handbook.2.pdf

UNESCO Think Before Clicking, Think Before Sharing

https://en.unesco.org/covid19/communicationinformationresponse/visualresources
UNESCO #ThinkingBeforeSharing, https://en.unesco.org/themes/gced/thinkbeforesharing

Zuboff, S. (2019). The Age of Surveillance Capitalism: The Fight for a Human Future at the New

Frontier of Power. New York: Public Affairs (see also YouTube videos).
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A Canadian Perspective" in Carlsson and Culver (2014), Media and Information Literacy and
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ETFO Curriculum Development Inquiry Initiative. Toronto: ETFO. http://etfo.net/globaled/HTML5/

Empowering Students for Just Societies: Handbooks for primary and secondary school teachers,
UNESCO and UNDOC,
https://unesdoc.unesco.org/ark:/48223/pf0000370902?posInSet=2&queryld=301ebabc-edd0-462¢
-8433-5600c64490ee

Funk, S., Kellner, D. &Share, J. (2016). Critical Media Literacy as Transformative Pedagogy.
https://www.researchgate.net/publication/342214960_Critical_Media_Literacy_as_Transformative_P
edagogy

Global citizenship education: Topics and learning objectives, UNESCO
https://unesdoc.unesco.org/ark:/48223/pf0000232993

HE b NEISZ MO £~8X}



Jones, R. H. and Hafner, C. A. (2012). Understanding Digital Literacies: A Practical Introduction.
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=22Y WL HEYF L& (Global Education Network Europe, GENE)
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22|52 A(Global Citizenship Education Clearinghouse)
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HE2A OXE 00 2/E2iAl X (McLuhan Foundation for Digital Media Literacy)
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BIRTH, the historical archives of European television: http://www.birth-of-tv.org/birth Cynopsis,
free daily news aimed at the television industry-a number of editions are available:

WWW.CYNnopsis.com

Box Office Guru, American and international box office figures, both current and past, are listed

here: http://boxofficeguru.com
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Equality in Journalism: Brussels, Belgium at, G., S. (2018). Promoting gender equality through
education in India. Gender Parity and Women Empowerment-Challenges and Way Forward,
31-34. doi:10.9756/bp2018.1012/06

Hidden Figures (film, 2016),
https://www.imdb.com/title/tt4846340/?ref_=nv_sr_srsg_0-

http://portal.unesco.org/ci/en/files/28397/12435929903gender_booklet_en.pdf/gender_booklet_en
.pdf

Imob, wide range of links to music: recordings, films, technology, production courses:

Www.imob.com

International Federation of Journalists. (2009). Getting the balance right: Gender

International Women's Media Foundation. (2011). Global Report on Status of Women in the News
Media: Washington, DC, USA AT,
http://www.iwmf.org/pdfs/IWMF-Glob-al-Report.pdf

Masterman, L. (2010). Voices of Media Literacy with Len Masterman/Interviewer: Dee
Morgenthaler. Center for Media Literacy.

Retrieved from
http//www.medialit.org/read-ing-room/voices-media-literacy-international-pioneers-speak-len-

mastermaninter—-view—transcript.

Reconstructions, a site launched by members of the MIT Comparative Media Studies community
in the days following the events of 11 September 2001:

http://web.mit.edu/cms/reconstructions

Sidahmed, A., 2012. The Plight of Female Journalists [online] Doha Center for Media Freedom.
Available at:

http://www.dcdmf.org/en/content/plight-female—journalists
The Internet Movie Data Base, the most comprehensive site for researching films and television.

There is a wealth of information on individual titles, reviews, chat, actors, directors, genres:

www.imdb.com
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United Nations Fourth World Conference on Women, Beijing Declaration and Platform for Action

(1995) at,
http://www.un.org/womenwatch/daw/beijing/platform/

World Association of Christian Communication. (2010). Who Makes the News? Global Media
Monitoring Project: Toronto, Canada at,

www.whomakesthenews.org
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84) Measuring Media and Information Literacy: Implications for the Sustainable Development Goals

UNESCO and NORDICOM. Media and Information Literacy for the Sustainable

(Grizzle, A. 2015).

Development Goals. (Eds. Jagtar Singh, Alton Grizzle, Sin Joan Yee and Sherri Hope Culver)
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E 219l o= FE= FRIH HRR2 ol & &, OIS HE Yo 7|8 29| HIZ0|Lt 22419 €2
HYE L= Gk, 1Y 22 g ZE, o8Y, & SO ol §2& L=t E= X1 0L A2 Fo
o MO = L0t B2 FH0| FHE & AQUX| SOl et = & o AT TpA, JHRI2 0f2iet 2=
HO[H HEZd0| Atel A F&E O & U= AdE 84 & & UL

OElO[HAl, B9l A, JE F2d, F8Y
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= U O A 426 28, Hxo] J4210] Ofd 22{9] 7IE0|L SSH, =7t MAME &= DIEIH.

FUAT= @] JH2I0] 72 H 0| ZR0A Atz 9% % AEE Alds AEotXt “MA A2'0l2t=

NES AEettt. B9 ARet FEO| AR et & AMet 432 2E 110 28 Yo Lo, AA AI“'

g0l tHoliME 2= 58 FLIoHAL O] MM2 Za0|HAIZE BB Me E= FE HIds gl Y
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OF 20 M, HH XASL ‘T2t0|HAIQ] £E'8)2 H7|6tH 7|29 ZXH0|T J[5ig4H X™S Q170 ¥
A7) AAE HIESE HE0| tfEE HEE SHE £ g e 202t FEBICL SAt= 0] ME0| HEHO|
et f& AL UL HES 5 U0t J20OH, OS 4"E TA| 22824 L QHUAN ofE ALl
E AROLOl CHal XIREH 2l7dg ZWZIStOX}; SHX(EH SA| 25 TGHE mSIIA AHS ALESIL! ALt SHIE
HOJE ES 7|H0] ERLX] S=CtH L= XP7| ZYS & B, 01| OFF UL SIX| b= WHe MEE £
& QUCh W7F BEGH AA St HEIL Ligte EXE FHE £ T MZI5H| 20|t 0 A& AF
O Hot AU It U= BAEE AL WRITHS T2cls AFRMSES Zaiet 2 01507 sidz 4o
Lt QCk

SHEYHA7|2(Transparency Internationa)2t 22 7|32 MEHS FH6t0 FELE W7 EE, HIFE 7|2
2 J|E} 7|@e| BRI QIS 2SI IA MBERACH. SAMEHLT|F= 10071 0149 F7t0| XARE F1I U=
==Y HEQIC 0|2t AR LiYst HERZE "Iﬂi Ot 3383 Ho|, s2 E45k= o £8Y $-T‘E
02 T=HO|Ct. Est E0] LOtoF & HE= FE 39| JHEH0| HRSICH CHst 7|19k HE, ol
Zt Xl D2l0|HARZNE HIY FHOl &2 oIt FH J71En HES ZHA0|H EHA0|H 7H f°|01|71| g
2 DXz A0 me2f Z2tO[HA|IZE GCIA A&ED O{TIA X0 Dl HRUE HoECLEZLE2 7o ot
ZHAE A0 OfLICh VHRl EFY E= F2|9 JHY  Ea EH0| UCH TAOILE ME2R= 2 02l QHollA

85) Privacy, free expression and transparency: Redefining their new boundaries in the digital age.
UNESCO series on Internet Freedom. Cannataci, Joseph A., Bo Zhao, Torres Vives, Gemma,

Monteleone, Shara, Bonnici, Jeanne Mifsud, Moyakine, Evgeni (2016).
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86) Privacy Shield Framework,

www.privacyshield.gov/article?id=11-Dispute-Resolution-and-Enforcement-a-c
Accessed on 5 November 2020
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e Cannataci, J. 2016. Getting things done in privacy protection Part 2: Another dimension of
privacy: communal privacy, privacy of the community and personal privacy. Online article.
https://www.privacyandpersonality.org/2016/06/getting—things—done-in—privacy—protection-par
t—2-another-dimension-of—privacy-communal-privacy—privacy—of-the-community—and—person

ality/

e UNESCO Survey on Privacy in Media and Information Literacy with Youth Perspectives,
https://unesdoc.unesco.org/ark:/48223/pf0000258993/PDF/258993eng.pdf.multi

2. ¥ MOIE

® Privacy Shield Framework Programme, US-EU-Swiss,

https://www.privacyshield.gov/welcome

e The International Association of Privacy Professionals (IAPP), www.iapp.org

3. Y, AY, 28IY OHS2AH 0 39 2242 A=

(=X

e My Data and Privacy Online: A toolkit for young people

https://www.lse.ac.uk/my—-privacy—-uk
e Privacy (film, 2012) https://www.imdb.com/title/tt2008602/?ref_=ttpl_pl_tt

o FA "Why the Web Is Such A Mess" by Tom Scott, Youtube. Website:
https://youtu.be/OFRjZtYs3wY

® See a full list of resources in UNESCO, Global Survey on Privacy in Media and Information
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Literacy, With Youth Perspectives. UNESCO Series on Internet Freedom. UNESCO, Paris.
(2017).
https://unesdoc.unesco.org/ark:/48223/pf0000258993.

"Al and the Future of Privacy," Michael Deane, Towards Data Science, Posted on 5 September,
2018. Website:

https://towardsdatascience.com/ai-and-the—future—of-privacy-3d5f6552a7¢c4

"California Consumer Privacy Act Basics," Data Brokers. Privacy Rights Clearing— house. Posted
on 6 January, 2020.

"How Much Data Do We Create Every Day? The Mind-Blowing Stats Everyone Should Read,"
Bernard Marr, Forbes, 21 May 2018. A quintillion is a 1 followed by 30 zeroes.

Cannataci, J., Zhoa, B. et al. 2016. Privacy, Free Expression and Transparency: Redefining their
new boundaries in the digital age. Paris, UNESCO.

Gunby, M. 2012. Changes to Facebook Privacy Settings: An Information Literacy Perspective.
Syracuse University iSchool.
http://infospace.ischool.syr.edu/2012/12/19/changes—to—facebook-privacy-set-tings—an-informati
on-literacy—perspective/
https://privacyrights.org/resources/california-consumer—privacy-act-basics.
https://publish.illinois.edu/illinoisblj/2008/11/08/international-personal-data—-protec-tion—and-its-r
edress/
https://www.tandfonline.com/doi/abs/10.1080/17577632.2016.1183283?journal-Code=rjm|20
https://www.tandfonline.com/doi/full/10.1080/13642987.2020.1783532

"International Personal Data Protection and Its Redress," Doyle Slifer. lllinois Business Law
Journal. Nov 8, 2008.

"Other legal remedies to prevent and redress serious invasions of privacy," Serious Invasions of
Privacy in The Digital Era (IP 43). Australian Government: Australian Law Reform Commission.
Posted on Mar 10, 2013. Website:

alrc.gov.au/publication/se-rious—invasions—of-privacy-in-the-digital-era—ip-43/issues—-paper-2/ot

her-legal-reme—-dies—to—prevent-and-redress—serious—invasions—of—privacy

e "Right to Privacy: Constitutional Rights & Privacy Laws," Tim Sharp. Live Science. Posted on
12 June 2013. Website:
https://www.livescience.com/37398-right-to—privacy.html
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e The African Union's data protection convention 2014: A possible cause for celebration of
human rights in Africa? (2016, 13). Taylor & Francis.

® The long arm of GDPR in Africa: Reflection on data privacy law reform and practice in
Mauritius. (2020, 6). Taylor & Francis.

e "The Next Big Privacy Hurdle? Teaching Al to Forget," Darren Shou. Wired. Posted on 12 June

2019. Website:
https://www.wired.com/story/the—next-big—privacy—hurdle-teaching—ai-to-forget/
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EX: M4 HSE Ft =7 ZZ(Youth Protection Roundtable Tool Kit). Stiftung Digitale
Chancen 2009
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r

i A2IA-HXA Helof &8t ZHITFeK(International Covenant on Civil and Political Rights,

ICCPR)
https://www.ohchr.org/EN/Professionallnterest/Pages/CCPR.aspx

ii. MAQIEMA H19Z(Article 19 of the Universal Declaration on Human Rights)

https://www.un.org/en/about-us/universal-declaration-of-human-rights

st Qo ZoloK(United Nations Resolution

il

ii. QIEHyol QM BT, HE, YR
A/HRC/32/L.20 on “The promotion, protection and enjoyment of human rights on the
Internet”)
https://undocs.org/A/HRC/32/L.20

iv. 22 AO[H HOot Zato] 2dut £ FH J[Ht Ald B35 flot 3EZY ¥ ZAME flot R}
ol Z9|oKUnited Nations Resolution A/RES/64/211 on “Creation of a global culture of
cybersecurity and taking stock of national efforts to protect critical information
infrastructures”
https://www.un.org/en/ga/search/view_doc.asp?symbol=A/RES/64/211

v. 9| 2Nt RO R0 et He| ST H HS0)| thet £ 2 21X (United Nations

O L- =<
A/74/486 “Report of the Special Rapporteur on the promotion and protection of the right

to freedom of opinion and expression”)- 2210} QEZIQIAO| HQ HE 2| 22| WA

https://undocs.org/A/74/486
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2|0f| CHSt LBk X|F(Privacy, Ethics

and Protection: Guidance Note on Big Data for Achievement of the 2030 Agenda)

2o =

k=3

HOIE £

SR I(United Nations High Commissioner for Human Rights)2| ‘TIX[Z A|CHS
tof G|O|E ZL2tO[HA|,

2O[HA|H E2TM(“The right to privacy in the digital age”)
https://undocs.org/A/HRC/39/29

<]

1

[

==
https://unsdg.un.org/sites/default/files/UNDG_BigData_final_web.pdf

o|ga &

o

vii. SAUINLTE(United Nations Development Group, UNDG) 2030 OHICH
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